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1 Introduction

This document describes how Third-Party Providers (TPPs) can connect the PSD2 Solution of SOCIETE GENERALE
LUXEMBOURG.

The document assumes that the reader has basic knowledge about Payment Services Directive 2 (PSD2) regulation of
the European Union, its terminology and use cases.

The document assumes that TPP is aware about the request for a PSD2 certificate from QTSP (Qualified Trust Service
Provider).

The full process allowing TPPs to use the APl is :

Start .

. NCA: National
TPP [ o n EDmPEtent EUthority
) (CSSF for Luxembourg)
- - ' Trusted Center : PSD2
TP ’ Ticate Trusted Center certificate provider
. (LUXTRUST for
Luxembourg)
TPP Onboarding SGBP API
TPP+Client Creating the client consent SGBP API
TPP+Client e APl - SGBP API

* Get accounts information

1 * @Get account transactions
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2 TPP ONBOARDING PREREQUISITES

Before sending queries ,TPPs should perform the following actions:

> Step 1: TpP requests and gets the agreement from the National competent
authority (CSSF in LUX),the agreement contains following

> Ste p2 .TPP applies and obtains the PSD2 Certificate from a Trusted center
(ex:LUX TRUST in LUX)

PSD2 certificate : an EiDAS certificates enriched with the following PSD2 information
1. TPP identifier (“PSDCC-NCA-nnnnnnn)
v' CC: 2 character ISO 3166-1 [8] country code representing the Competent Au-
thority country;
v" NCA : [2-8] character Competent Authority identifier without country code (A-Z
uppercase only, no separator)
v' nnnnnnn :identifier (authorization number as specified by the Competent Author-
ity. There are no restrictions on the characters used).
Exemple: PSDLU-CSSF-XXXXXXXX
e LU: Luxembourg
e CSSE: NCA luxembourg
2. Scope

® Account information service provider (AISP) and/or

® Payment initiation service provider (PISP)
3. Validity date
4. Passporting (Geographical area of the agreement)

3 TPP ONBOARDING

This section explains how to prepare the use of PSD2 API. TPP registration, application creation, certificate manage-
ment, etc.

Environment preparation process is the same in the non-production and production environment: The returned results
(AIS) when a consent is established between a client and the TPP are the same when a client logs directly to the
eBanking application. A certificate check will be done against the trusted center having issued it, role check, authori-
zation on the APIs according to the role.

Here is the steps in order to prepare the environment:
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TPP Onboarding

TPP Bank TrustedCenter
Go to the SG website and find the URL to API store for self registration _
L
Go to the Registration page =]
Create the account =1
>
Fill in the form with the TPP details:
-Email address
-Username
-First Name
-Last Name
-Company
-industry
-Company
-Country
-Accept the terms of use and Have read the Privacy policy
-attest that TPP is not robot
Login to the API Store |
»
Presents the Certificate for the requsted API o |
_Auto:Check the Certificate Status _ |
& Puto:Confirms the certificate status
Create an application |
>
Create the application credentials |
>
Generate:
-0Auth2 token
-Consumer key
-Consumer Secret
Add TPP REDIRECT URL N
>
ADD The TPP Secret =
>
Subscribe to PSD2 AP| .
»
Create PSD2 APP :l
Sends requests to PSD2 API al
>
PP Bank TrustedCenter

3.1 Register and Login

TPP registration is made under API store website

API Store website urls :

NON-PRODUCTION

https://int-api.privatebanking.societegenerale.lu/ebankingPsd2/store/

PRODUCTION

https://api.privatebanking.societegenerale.lu/ebankingPsd2/store/

To be able to work in the API Store, the TPP must be identified and this requires a one-time registration,
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To register, please click on the "Sign-up" button at the top of the page. A form will open in which TPP can enter the
necessary data.

[ SOCIETE GENERALE @ ap _- on I
Friuss darking }

APPLICATIONS

PRIVACY POLICY

Fill the following form:

SOCIETE GENERALE
&l

Private Bankk

Create your Account

Username *

Characters fefl. 30

Fassword *
Re-type Password *
First Mame *
Last Name *

Enail *

1 hereby confirm that | have read and understood the

Cancel

After the registration is completed, TPP can log in to the store. To do this, please use the "Sign-In" button at the top
of the page:
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= SOCIETE CENERALE
Prvists Basking

APPLICATIONS
ANALYTICS ~
COOKIE POLICY

PRIVACY POLICY

TPP will now be asked for login data.

3.2 Upload TPP certificate

After logging to the API store, the TPP is redirected to the PSD2 Certificate upload form

e  Click on the “Add certificate” button

Change TPP data

Third party provider

TPP_Name

TPPAD

Rote
of card-t payrwes
Informa

Contact Person Data
TPP_First_Name
TPP_Last_Name
TPP_Mail_Address

TPP Status

i
L]

Click on “CHOOSE FILE TO UPLOAD” button
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Add Certificate

Certificate

Certificate Upload

——— Certificate uplad button
S ————— 1

Third party provider =3

Certificate Status

ssued by

Roles — Informations not yet available

Certificate Validation e’

Status®

Last checked

cancEL

e  Go to the file location and select the certificate file

Navigate to the certificate file location

Certificate

Certificate Upload
@ Open

> CHOOSE FILE TO UPLOAD

T+ GRO.. » GROUPE_SOCH

Upload file

Third party provider Organize »  New folder

B This PC B Voo o
3 30 Objects ) GROUPE_SOCIETE_GENERALE_EV-AlS.crt 4108
‘ B Desktop GROUPE_SOCIETE_GENERALE_EV-AIS.key 4

3 GROUPE_SOCIETE GENERALE_EV-AISp12
Documents

Certificate Status GROUPE_SOCIETE_GENERALE_EV-AIS pem
& Downloads

D Music v <

File name: | GROUPE_SOCIETE_GENERALE £V Al Files

Roles

Cancel

Certificate Validation
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e Click on “Open” button

Certificate

Certificate Upload

GROUPE SOCIETE_GENERALE_EV-AS.cr

Third party provider

TPP_NAME
PLSOLUCSSF-BOOOOOO TR

Cermificate Status

InfeCert Organization Validation CA 3 CL
20190503
2027 0503

Rales

Accoumt Infarmation (PSP _Al)

Cerificare Validation

Recsbved

The TPP/Certificate informations will be extracted from the file:

TPP_ID

Cert ID

Certificate issuer

Valid from date

Valid to date

PSD2 role(s)

Certificate Status: First, the status of the certificate is “received” until the validation job runnning

YVVYVYVYY
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3.3 Certificate Status Validation

This action is automatically performed with a scheduled job, the solution will calls the CRLs: “Certificate Revoca-
tion Lists” provided by the Trusted center (these URL is extracted from the certificate ) if the certificate is not re-
voked, the status of the uploaded certificate will be “VALID”

Third party provider

TPP_NAME

TPRHD PSDLU-CS5F-BO000D0019

Contact Person Data

TPP_LAST_NAME
TPP_FIRST_NAME
TPP_MAIL_ADDRESS

& mpoRt |

TPP Status
Tl VALID
Certificates
Cet:ld  /  Soba falid from Valid oo Lagt checked
36137095804545993324 VALID 2019.05.03 2021-05.03 2020-0317
0320124398369332333
993853820
* mandatory/fields
ADD REDIRECT URL | ‘ ADD SECRET | ‘ REVORE | ADD CERTIFICATE

TPP-ID to use in PSD2 requests
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3.4 Creating application

Afterwards TPP must select the application to use in order to "consume" it. This application practically serves as a
storage location for the later API.

Please click on the menu entry "APPLICATIONS"

= g'vO‘E:E‘LEg GCENERALE

APIS I
APPLICATIONS

ANALYTICS v
TPP-MANAGEMENT

COOKIE POLICY

PRIVACY POLICY

Now another area opens, then an already created entry "DefaultApplication” is displayed. This application has already

been automatically added for TPP during the registration process, as a new application will be created the "DefaultAp-
plication" and can be ignored.

TPP Adds the first own application via the button "ADD APPLICATION".
SOCIETE GENERALE

Private

-
ANALYTICS N Appllcatlons

TPP-MANAGEMENT

COOKIE POLICY

PRIVACY POLICY Q

"

TPP will now be guided through the installation with the following dialog. First give the application a meaningful
name such as the TPP company name. Enter this name in the upper field "Name".

TPP is welcome to fill in the other fields if required, but they are not mandatory for using the API.

VHE F?g 335 SOCIETE _ PSD2 AP Solution




Add Application

An application & a logical collection of AP1S Applications aliow you 1o use 3 single access token 1o invoke & collection of APls and 10 8l

DefaultApplication is pre-craated and allows unlimated access by default

Mame*

Characters left: 70

Per Token Quota Undimited = Affows unlimired requesis

Description

m Cancel

The "Add" button completes the process and the application is ready. TPP can now open the newly created applica-
tion
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3.5 Generate key

In order to communicate with the API, the system needs keys, here called "Production Keys". These keys must be
generated once. Open the newly created application then click on the “Productions keys” tab.

TEST APP

Details Production Keys Sandbox Keys Subscriptions

Status APPROVED
Per Token Quota Unlimited Allows unlimited requests
This feature allows you to assign an API re

will be shared among all the subscribed A

Description Not Given

Details Production Keys Sandbox Keys Subseriptions

Callback URL

Scopes

No Scopes Found
Access token validity period

Seconds

The button "Generate Keys" initiates the generation. Please click on the button. No need to make any changes to the
settings above.
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The newly created keys are displayed:
e consumer key
e  consumer secret
e access token

BankingApp

Details Production Keys Sandt Subscriptions

Consumer Key

Details Sandbox Keys Subscriptions

Consumer Key

Consumer Secret

Grant Types

Refresh Toker B a2
B clenc i IWA-NTLM

Callback URL

Generating Access Tokens

and shows h ¥ generate an

owing cLIRL c

curl -k -d "grant_t dBuser rd=Password” \
-H "Authorization: Basic Base64(consumer-key:consumer-secret)” \
https://int-api.privatebanking. societegenerale. lu/ebankingPsd2/taken

g cURL command

pe with the

ent Credentials grant

In a similar manner, you can generate an a en using

curl -k -d "grant_typesclient_credentials” \
-H "Authorization: Basic Based(consumen-key:consumer-secret)” \
https://int-api.privatebanking. societegenerale. lu/ebankingPsd2/token

Generate a Test Access Token

Access Token

copes Found

Validity period

2600 Seconds

Regenerate
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3.6 Add TPP Redirect (Callback) URL

Redirect URLs are a part of the OAuth flow. After a user successfully authorizes an application, the authorization
server will redirect the user back to the application with either an authorization code or access token in the URL.

e Click on “TPP-MANAGEMENT”

You will have to reauthentifcate with same creadentials.

SOCIETE CENERALE

Prieste Banking.
APIS I
AMALYTICS "
TPP-MANAGEMENT
COOKIE POLICY

PRIVACY POLICY

Change TPP data

Third party provider

TPP-Name* TPP NAME

TRP-ID PSDLU-CS5F-B00000019

Contact Person Data

First name* FIRST NAME
Last name* LAST NAME
E-Mail EMAIL
| & IMPORT |
2 Inthe
be en
button “import"
TPP Status
Status VALID
Certificates
Cert /D Status Valid from Valid 1o Last checked
3613709580464593324 VALID 2019-05-03 2021-05-03 2020-03-17
0320194398368332333
993853820
* mandatory fields
ADD REDIRECT URL ADD SECRET ‘ l REVOKE ‘ ’ ADD CERTIFICATE
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e Click on “ADD REDIRECT URL”

Add Redirect URL

Redirect URL

Redirect LURL Add URL|

CAMCEL ‘

e  Enter the URL
e  Click on “SAVE” button the save the URL

3.7 Add The TPP SECRET

e Click on the “TPP-MANAGEMENT” item

Change TPP data

Third party provider

TPP-Name* TPP NAME

TPRID PSDLU-CSSF-B00000019

Contact Person Data

First name# FIRST NAME
Last name* LAST NAME
E-Mai EMALL
& MPORT
@ Inthe required fi name and E-mail the data of the TPP

be entere
button “impo

data fields from the previous W02

TPP Status

Status VALID

Certificates

CerziD Status ‘alid from Valid 1o Last checked
3613709580464593324  VALID 2019-05-03 2021-05-03 2020-03-17
0320194398368332333

9093853820

* mandatory fields

l ADD REDIRECT URL ‘ ‘ ADD SECRET ‘ ‘ REVOKE I I ADD CERTIFICATE
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e Click on the “ADD SECRET” button

Application-Secret

Create secret & CREATE

@ Attention

Tne secretis created once and is then permanently available for use In pre-Authentication. It must
be copled out immediately after creation and saved |locally on the TPP system. The secretis no
longer displayed after leaving this page!

A new creation of the secret usually entails changes to the used APP. Therefore it is strongly

recommended to save this secret now

Secret

CAMNCEL

e  Click on the “Create” button

Create secret

eate 10 & CREATE
D
(i) Attention
T™he secret s Caed pe anant dvadadie f0 NeNTCAVON T must
and saved i . . s0cre
eanion of the secret UTualy entals Changes 1o the uted APP. There'ore it is strongly
recommended to save this secret now
Secre

CANCEL

o  The secret is created

This secret needs to be stored in a dedicated zone (such as password vault). As it will be used for all con-
sent creation requests, the secret should be stored in a TPP configuration file.

e  Click on the “SAVE” button
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3.8 Subscribe to API

A subscription to the API is mandatory before consuming it. This process also only takes place once. Please click on
"APIs" in the left side menu. Then select the PSD2 API by clicking on the colored icon

SOCIETE GENERALE
Private Banking

APIS

APPLICATIONS
ANALYTICS N
COOKIE POLICY

PRIVACY POLICY

PSD2

admin

Select the newly created application and confirm the process with the button "Subscribe".

PSD2 - v1
Version: Applications
~ TEST 4PP
oz
Ratng: it o —

Please close the success message by clicking on the button "Stay on this page".
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4 Postman collection

In this section it will be described the correspondence of PSD2 API requests with client actions, however, steps 1
and 2 which are managed on the TPP side have no correspondence with API requests.

In the absence of an application with a User Journey adapted to PSD2, the POSTMAN tool was used to perform the
tests on the API

On POSTMAN, requests are assembled as a collection which is as follows

w  PEDZ2-Token & Consenl & Accoount informations requesis...
» B TPP & Cllent authentication
[AUTH] 1 - CREATE WS02 ACCESS TOKEN
GET [AUTH] Z - GET ACCESS TOKEMN (STATIC SCOPE...
e fj Consent Craation
? [COMSENT] T- POST CONSEMNT (ALL ACCOUNT..
[COMSENT] 2 - POST CONSENT AUTHORISATION

T [COMSENT] 3 - GET ACCESS TOKEN (AIS SCOPE)

}  PUT[CONSENT] 4 - PUT CONSENT AUTHORISATIO...
» EET [COMNSENT] 5 - GET COMSENT
» GET [COMSENT] 6 - GET CONSENT STATUS

~ 9 Aceount informations

SET [AKS] TACCOUNTS with balance
T [AIS] 2.Gel last B0 days transaclions of an acco..
T [AIS] 3.Gel more than 80 days transactions of a..
[AUTH] 1 - CREATE W502 ACCESS TOKEN Copy
Refresh

GET [AFS] 1.b-GET ACCOUNTS with bakanca complet..

VARIABLE VALUE FOR INT ENV

wso2-url https://int-api.privatebanking.societegenerale.lu/ebankingPsd2

ASO https://int-api.privatebanking.societegenerale.lu/ebankingAuthServer/oauth
api_gateway https://int-api.privatebanking.societegenerale.lu/ebankingPsd2/psd2/v1
tenantld 12

4.1 TPP & Client authentication

4.1.1.1 [AUTH] 1 - CREATE WSO2 ACCESS TOKEN

This request allows the API to identify the TPP using the Consumer Key and the Consumer Se-
cret generated in the onboarding process

e Query type: POST
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e URL: {{wso2-url}}/oauth2/token

e Inputs:
Field Section Value
Username authorization wso2-consumer-key
Password authorization wso2-consumer-secret
grant_type Body client_credentials
e Action to perform
Click on Send button )
poST pecAaioken EH.'
V‘L,
Use
Pa |
sh
Pre
o Outputs
Field Type Expected Value
Status Request status 200 OK
access_token Token /

4.1.1.2 [AUTH] 2 - GET ACCESS TOKEN (STATIC SCOPES)

This request allows the API to create access token with statistic scope

Go to authorization Pan
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Conliguration Oplions @ Advanced Oplions

Taken Mama

Granl Type

Callback URL (@

Auth URL (@

Access Token URL (B

Client 1D 3

Srope (1)

Stale (5}

Chent Aulhenlicalion

T
il

2y Clear cookies

Fill the fields as below:

Authorization Code

Authorize using browser

ARSI lerantid] eauth/aul harize

LSO lenantidp foauthitoken

Send as Basic Auth header

e Inputs:
Field Value
Callback URL ADD REDIRECT URL
Auth URL {{ASO}}/{{tenantld}}/oauth/authorize

Access Token URL

{{ASO}}/{{tenantld}}/oauth/token

Client Id

clientldTPP

Client secret

clientsecretTPP

e Action to perform
Click onh

The eBanking login page is open,
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@ cuxronal - m| X

File Edit View Help

SEE THE WORLD DIFFERENTLY g
WITH SOCIETE GENERALE PRIVATE BANK

SOCIETE CENERALE
Private Banking

EN =R

Autonsation Demandée Par SG_TPP-RKRF

Identifiant d'utilisateur*®

Mot de passe*

Annuler Reéinitialiser

Perform SCA
e 18t factor (contract+Password)
o Inputs:
Field Value
ContractID eBanking contractlD
Password eBanking password

e 2" factor (pushTan confirmation)

o Inputs:
Client can use one of the following authentication method
Field Value
Access_Code
FingerPrint If configured
FacelD If configured
o Outputs

The popup with token response is displayed
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Token Details

Token Name

Access Token

Token Type

refresh_token

Use Token

pPspDz #

eyJhbGciOiJSUzINilsInR5cCIEIkpXVCJ9.eyJOZWShbnRfaWQiOjEy
LCJOZWShbnRfbmFtZSIBIEyliwidXNIcISuYW1lljoiNzAzNTcONDIILC
JsYWSndWFnZUNvZGUICidmeilsimJjTm8i0ilxMilsimMNsaW\VudF9pZ
CISIBTRExVLUNTUOYtQjAWMDAWMDESIiwiYXV0aGSyaXRpZXMiOl
tdLC1c2VyX 2Ikljo3MDMINzQOMiwic2NvcGUIOIsiaHROcHMEBLySh
cGkuY 3JIYWxvZ2I4ALmNvbSOwYXItZWS0cySwYXItZW50LndyaXRIli
wiaHROcHMBLyShcGkuY 3JIYWxvZ2I4LmNvbSShc3NIdHMvYWNjb
3VudCH0cmFuc2FjdGlvbisyZWFkb25seSisimh0dHBzOiBvY XBpLm
NyZWFsb2dpeC5jb20vcGFSbWVUdHMvcGF SbWWVudC5yZWFkliwia
HROcHMSLy2hcGkuY3JIYWxvZ214LmNvbS9wc2QyY29uc2VudGin
bXQvcHNkMilsimhOdHBzOIBvYXBpLmNyZWFsb2dpeChjb20vcHNK
MnhzMmEvcGlzliwiaHROCHMBLyShcGkuY 3JIYWxvZ 2I4LmNvbSSh
C3INIdHMvYWNjb3VudC5tZXRhZGFOYSE5yZWFkb25seSIsimh0OdHE
zOiBvYXBpLmNyZWFsb2dpeC5jb20vcHNkMnhzMmEVYWIzllOsIimx
vZ2IuTmFtZSIBlicwMzU3NDQyliwiZXhwljoxNjU4O0TMyODc3LCJjbG

bearer

eyJhbGeiCiJSUzIMNilsInR5cClElkpXVC J9.eyJOZWShbnRfaWQIOjEy
LCJOZWShbonRfomFtZSIGHEyiwidXNIciSuYW1lljoiNzAZNTcONDIILC
JsYWSndWFnZUNvZGUIGiJmeilsimJj TmBi0ilxMilsimNsaWVudF9pZ
ClBIIBTRExVLUNTUOY1QjAWMDAWMDES|iwiY XV0aGSyaXRpZXMiOl
tdLCJ1c2Vy X2 kljo3MDMINzQOMiwic2MNvcGUIDIsiaHROcHMBLYSh
cGRUY IJYWxvZZIALmNvESIwWYXIZWS0cyIwYXItZWS0LndyaXRIl
wiaHROcHMBLyShoGkuY 3JIYWxvZ 214LmNvBES9hc3NIdHMvYWNjb
3VudC50cmFucZFjdGlvbiSyZWFkb25seSisimh0dHBzOi8vYXBpLm
NyZWFsb2dpeC5jb20veGFSbWYVudHMycGFSbWVudCSyZ WFkliwia
HROcHMBLyShc GkuY3JIYWxvZ 2I4LmNvbS8we2QyY 29uc2VudGin
bXQvcHNKkMIilsImhOdHBzOigvY XBpLmiNyZWFsb2dpeC5jb20vcHNkK
MnhzMmEvcGlzliwiaHROcHMBLYSheGkuY 3JIYWxvZ 214 L mNvbS8h
cINIdHMVYWN]b3VudCStZXRhZGFOYS5yZWFkb25seSisimh0dHB
ZOiBvYXBpLmNyZWFsb2dpeC5jb20veHNkMnhzMmEvYW|zll0simx
vZ2IUTmFIZSIScwMzU3INDQyliwiYXRpljoi0OGZIYmISOGYIMzM My
OOMmMNILThmMGQIOWEZY|YyYWNmZ)Y 3liwiZ XhwijoxNjYxNTIzMD
c3LCJjbGlIbnRfbmFZSIBINHXTRQUC1SS51JGlIiwianRpljoiZDg2Yjgz

Field Valﬁe :

accessToken

refresh token
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Click on the USE TOKEN

Then click on B8Hl button in postman request

The refresh_token is not automatically saved

So the value should be copied and saved under the Environment Variable “refresh_token” (CUR-
RENT VALUE column) and click on “Persist All” button and Save.

o +

Scrateh Pad New Import [ 1At

N1 18f0ar20z2

O

VARIABLE TYPE @ o PorsistAll  ResetAll

aag

=

i
<)

<
o

PSD2-toker defau WShBNRIZNGIOJEYLEIOZ WShDARIbMFIZSIIEY

defau s Respa

dafaul 2 o 2 [TPP4] QAuth Tof

nget \n\nRequest-ID: efdi 3813

[CIE<N R BE RN BN< <]

/|

defau

(LI B}

]

<]

<]

Field Type Expected Value

PSD2-token Json

refresh_token json

4.1.2 Consent Creation

4.1.2.1 [CONSENT] 1 - POST CONSENT (ALL ACCOUNTS)

¢ Query type:POST
o URL: {{api_gateway}}/v1/consents

e Inputs:
Field Section Value
withBalance Params True/false
Authorization Headers Bearer {{\WWSO2-token}}
PSD2-AUTHORIZATION Headers Bearer {{PSD2-token}}
X-Request-ID Headers {{id_X-Request}}
Body Body {

"access": {
"allPsd2": "allAc-

counts"”
3
"recurringIndica-
tor": false,
"validUntil": "2022-12-
31",

"frequencyPerDay": 4,
"combinedServicelndica-

tor": false
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validuntil : should always a future date
e Action to perform
Click on Send button

o Outputs
[CONSENT] 1 - POST CONSENT (ALL ACCOUNTS)
POST ~ i f1jconsents Send ~
o 1 Header i - ! Tests ® ] Cookies
Headers @ hia
KEY WVALUE DESCRIPTION wss  Bulk Edit Presets
Content-Typs appiication/json
*-Request-1D
PSD2-AUTHORIZATION Bearer
M  Psu-IP-Address 192 1681781
Accer |
Authorization Bearer ([
Body e i 1 1 Save Response
Pretty Raw ISOMN ofe |
S abobzy
11
dee-a6c2-49f8-Beed-d56baba7baal fauthorisations®
¥
Field Type Expected Value
Status Status code 201 created
Consent ID json

4.1.2.2 [CONSENT] 2 - POST CONSENT AUTHORISATION
¢ Query type:POST
e URL: {{api_gateway}}/vi/consents/Consent |D/authorisations/

e Inputs:
Field Section Value
Consent-ID Headers Consent ID
Authorization Headers Bearer {{\WWSO2-token}}
PSD2-AUTHORIZATION Headers Bearer {{PSD2-token}}
X-Request-ID Headers {{id_X-Request}}

e Action to perform
Click on Send button
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FOST apl_gatewsyiivl/consents]

Params Authosizalion

Query Params

KEY
ody Headers (18)  Test Resulls (2/3)
Pretty Raw Preview Visualize JSON  ~
i

"failed”,

ii1{authorisations/

sl Senpl @ lesls @ Setting

VALUE

"22seba75-befa-44c4-Ba18-chfscaokbaaR3 ",

d58bab27bdal/authorisations/22eeba?s

Send -~

Cookies
DESCRIPTION sse  Bulk Edit
reated  Thme 1364 ms  Size: 1.38 KB Save Response
I &)

befa-Adcd-Ball-chf5569b06GE3

o Outputs

= vil/consents/2f647dee -a6c2-49f8 -8e09
a I
g "o
1@ s e nking.socistegensal
&f3cicatn 5073 -AZ67 -Bc9d - 9306 TRET117)
p g

e.1u/¢ebankingAuthSeTver/cauth/12/oauth /authorize?

Field

Type

Expected Value

Status

Status code

201

Datas

Json

See below the json

ais_dynamic_scope

AlS: XXXXXXXXX

consent_authorisationId

Json

4.1.2.3 [CONSENT] 3 - GET ACCESS TOKEN (AIS SCOPE)

This request allows the API to create access token with dynamic scope

Go to authorization Pan
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Configure New Token

Configuration Oplions @ Advanced Oplions

Token Mamsa
Granl Type Authorization Code .
Callback URL (D

| Aulhorize using browser

Auth URL @ ASDNenantldl foauthfailhoriza
Access Token URL @ AsolN terantidt foauthftoken
Client 1D (D)

Client Sacret (1)

Scope (1)

State D

Clienl Authenticalion

Send as Basic Auth header ~
% Clear cookies (1)
Fill the fields as below:
o Inputs:
Field Value
Callback URL ADD REDIRECT URL
Auth URL {{ASO}}/{{tenantld}}/oauth/authorize
Access Token URL {{ASO}}/{{tenantld}}/oauth/token
Client Id clientldTPP
Client secret clientsecretTPP
ais_dynamic_scope Dynamic scope retrieved in previous step “Post consent authorization” go to
here

e Action to perform
C iox on GET NEW ACCESS TOKEN

The eBanking login page is open,
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@ cuxronal - m| X

File Edit View Help

SEE THE WORLD DIFFERENTLY g
WITH SOCIETE GENERALE PRIVATE BANK

SOCIETE CENERALE
Private Banking

EN =R

Autonsation Demandée Par SG_TPP-RKRF

Identifiant d'utilisateur*®

Mot de passe*

Annuler Reéinitialiser

Perform SCA
e 18t factor (contract+Password)
o Inputs:
Field Value
ContractID eBanking contractlD
Password eBanking password

e 2" factor (pushTan confirmation)

o Inputs:
Client can use one of the following authentication method
Field Value
Access_Code
FingerPrint
FacelD
e Outputs

The popup with token response is displayed
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Token Details

Token Name

Access Token

PSDz #

eyJhbGciOiJSUzITNIlsInR5cCIBIkpXVCJ9.eyJOZW5hbnRfaWQiOjEy
LCJOZWShbnRfomFtZSIGIEy liwidXNIciQuYW1lljoiNzAZNTcONDIILC
JsYWSndWFnZUNvZGUIOIJmcilsimJjTm8IQilxMilsimNsawVudFS9pZ
CIGIIBTRExXVLUNTUOYtQjAWMDAWMDE SliwiYXV0aG8yaXRpZ XMiOl
tdLCI1c2Vy X 2Ikljo3IMDMINZQOMiwic2ZNveGUIOISIQUITOZ mM2ZNj
Y TUWLTVINZIENDIZNyC04Y zk OLTAZY|1I2ZmUNZJExNyJdLCJsb2dpbk
S5hbWUIGII3MDMINzQOMilsimVAcCIBMTY10DkzMzM3NywiY 2xpZ
WS50X25hbWUIOIJTRI2UUFAtUKtSRilsImpOaSIBIjFmNTAWNDhILWY
mMMGEINDE3IMCThNDUSLWFkOGIzMzg3MTg5ZiJ9.WXJBZCEVGB1
OVIDdxr8Qu_dMFK_Kwd4AQVziZBb0zYb3605)V-oNIfvUNPMMpoWy
OJhNgGP_i0Gzkzh50DEWD|Pb-162t00AAASTWBAKPTxQY5oACcBAW
TBCbIPI7PWdAZhXgl6iMHZDnNhfjZ54DwFaTgWTOxVLsKFWEKKYdP
DYelcWGeQ461CcO29Gs4AbptCBroydgmDSRYdcwEMpRUGAHM
38 CPouKGHOBamnrind iQ5TikiUDIFaSXea%F aHMMIROGEn Sdar

Field

Value

accessToken

Click on the USE TOKEN

Then click on S8 button in postman request

4.1.2.4 [CONSENT] 4 - PUT CONSENT AUTHORISATION (VALIDATION)

¢ Query type:PUT

e URL.: {{api_gateway}}/v1/consents/Consent |D/authorisations/Consent_authorisationld

o Inputs:
Field Section Value
Consent-ID Headers
Authorization Headers Bearer {{\WWSO2-token}}
PSD2-AUTHORIZATION Headers Bearer {{PSD2-token}}
X-Request-ID Headers {{id_X-Request}}
consent_authorisationId URL Retrieved value here
{ Body Retrie\{ed value in PSD2-token-
"scaAuthentication- dynamic
Data": "{{PSD2-token-dyna-
mic}}"
}

e Action to perform
Click on Send button
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[CONSENT] 4 - PUT CONSENT AUTHORISATION (VALIDATION)

PUT o api_gateway}}/v1/consents/{{consentld}}/authorisations/{{consent_authoris
Params Authorization Headers (16) Body @ Pre-request Script Tests Settings Cookies
Query Params
KEY VALUE DESCRIPTION Bulk Edit
Body Cookies (1) Headers (18) Test Results €5 Status: 200 OK Time: 1541 ms Size: 103KB  Save Response v
Pretty Raw Preview Visualize JSON ~ = O Q
1 i
2 "scaStatus": "finalised"
3 [
o Outputs
Field Type Expected Value
Status Status code 200
scaStatus Json
4.1.2.5 [CONSENT] 5 - GET CONSENT
It allows to check the status and the scope of the consent
¢ Query type:GET
o URL: {{api_gateway}}/v1/consents/{{-}}
o Inputs:
Field Section Value
withBalance Params True/false
| Consent-ID Headers (see ConsentlD)
Authorization Headers Bearer {{WSO2-token}}
PSD2-AUTHORIZATION Headers Bearer {{PSD2-token}}
X-Request-ID Headers {{id_X-Request}}

e Action to perform
Click on Send button
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[CONSENT] 5 - GET CONSENT ~

GET v ayil/vl/consents/
Params Authorization Headers (15) Body @ Pre-request Script Tests Settings Cookies
Query Params
KEY VALUE DESCRIPTION Bulk Edit
Body Cookies (1) Headers (18) Test Results €& Status: 200 OK  Time: 555 ms  Size: 1.47 KB Save Response v
Pretty Raw Preview Visualize JSON v = b Q
il
2 access": §
= "accounts [
4 i
5 "1 "LU9B0612756733200EUR",
6 “currency”: "EUR"
7 i
g 1
L "iban": "LU750612756733216EUR",
1e currency": "EUR"
11 1
o
15 ": "LUSB0612756733200EUR",
16 cy": "EUR"
1y i
8 1
“iban": "LU750612756733210EUR",
20 “currency": "EUR"
o Outputs
Field Type Expected Value
Status Status code 200 OK
Response Json See the table below
Field Expected Value
Access Access scope: List of the contract cash accounts (IBAN+Currency)
Balances Balances scope: List of the contract cash accounts (IBAN+Currency)
Transactions Transaction scope: List of the contract cash accounts (IBAN+Currency)
recurringlndicator false
validUntil Today <validUntil <Today+90 days
frequencyPerDay 4
consentStatus valid

4.1.2.6 [CONSENT] 6 - GET CONSENT Status
It allows to check only the status of the consent
e Query type:GET
e URL: {{api_gateway}}/v1/consents/{{-}}/status

e Inputs:
Field Section Value
withBalance Params True/false
| Consent-ID Headers (see ConsentlD)
Authorization Headers Bearer {{\WWSO2-token}}
PSD2-AUTHORIZATION Headers Bearer {{PSD2-token}}
X-Request-ID Headers {{id_X-Request}}

e Action to perform
Click on Send button
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[CONSENT] 6 - GET CONSENT STATUS ~

GET v api_gateway}}/vifconsents/{{consentid}}/status

Params Authorization Headers (13) Body Pre-request Script Tests @ Settings Cookies

Query Params

KEY VALUE DESCRIPTION oso  Bulk Edit
3ody Cookies (1) Headers (18) Test Results (1/1) @ Status: 200 OK Time: 1370 ms  Size: 1.03KB  Save Response v
Pretty Raw Preview Visualize JSON + = O Q
1
2 “consentStatus”: "valid"
I3
o Outputs
Field Type Expected Value
Status Status code 200 OK
consentStatus Json Valid

4.1.3 Account information

4.1.3.1 [AIS] 1. ACCOUNTS with balance
¢ Query type:GET
o URL.: https://int-api.privatebanking.societegenerale.lu/ebankingPsd2/psd2/v1/v1/ac-

counts
e Inputs:
Field Section Value
withBalance Params e true: to retrieve ac-
counts information
with balances
o false: to retrieve ac-
counts information
without balances
Consent-ID Headers (see ConsentID)
Authorization Headers Bearer {{\WWSO2-token}}
PSD2-AUTHORIZATION Headers Bearer {{PSD2-token}}
X-Request-ID Headers {{id_X-Request}}

o Action to perform
Click on Send button
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[AIS] 1.b-GET ACCOUNTS with balance complete Copy

GET v iy HH/v1/accounts?withBalance=true Send v
Params @ Authorization Headers (14) Body Pre-request Script Tests @ Settings Cookies
Query Params
KEY VALUE DESCRIPTION s Bulk Edit
withBalance true
Body Cookies (1) Headers (18) Test Resuits {2/2) §% Status: 200 OK Time: 1080 ms Size: L95KB  Save Response v
Pretty Raw Preview Visualize JSON v = O Q

1 g
2
3
4 rceld": "2601d@d5-6fda-4cc3-9ceb-as71680def2e”,
5 "LU980612756733280EUR" ,
] : "EUR",
7 ompte perso 2",
8 countType": "CACC",
9 bic "SGABLULL",
10 balances”: [
11 1
12 "balanceAmount": {
13 "currency": "EUR",
14 "amount": "11.9"
15 i
16 3
17 ]
18 _links": §
19 reelE
26 "href": "/vi/accounts/2601d0d5-ATda-4cc3-9neh-aR71400daToe"

o Outputs

Field Type Expected Value

Status Status code 201

Datas Json See below the json
Example

{

"accounts": [
{

"resourceld"; "fa2a2366-4264-473c-a3bf-df8eb079655d",

"iban": "LU190615608573380CAD",

"currency": "CAD",

"cashAccountType": "CACC",

"bic": "SGABLULL",

"balances": [

{
"balanceAmount"; {

"currency": "CAD",
"amount": "0.0"

}
}
1,
"_links": {
"self": {
"href": "/v1/accounts/fa2a2366-4264-473c-a3bf-df8eb079655d"
2
"balances": {
"href": "/v1/accounts/fa2a2366-4264-473c-a3bf-df8eb079655d/balances”

}

,ransactions": {
"href": "/v1/accounts/fa2a2366-4264-473c-a3bf-df8eb079655d/transactions"
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"resourceld": "1d8187b3-933e-4ef6-b033-d4c8155e0367",
"iban": "LU070615608573380USD",

"currency": "USD",

"cashAccountType": "CACC",

"bic": "SGABLULL",

"balances": [

{

"balanceAmount"; {

"currency": "USD",
"amount": "39.63"

}
}
1
" links": {
"self": {
"href": "/v1/accounts/1d8187b3-933e-4ef6-b033-d4c8155e0367"
3
"balances": {
"href": "/v1/accounts/1d8187b3-933e-4ef6-b033-d4c8155e0367/balances”
3
"transactions": {
"href": "/v1/accounts/1d8187b3-933e-4ef6-b033-d4c8155e0367 /transactions”
}
}
}
4.1.3.2 [AIS] 2.Get last 90 days transactions of an account

¢ Query type:GET
o URL: https:/int-api.privatebanking.societegenerale.lu/ebankingPsd2/psd2/v1/v1/accounts/{{re-
sourceld}}/transactions

o Inputs:

Field Section Value

resourceld URL: Resourceld of the One of ressources ID from previous request response
account for which transac- | (Click to see RessiurcelD )
tions are retrieved E—

dateFrom Params Date from to retrieve transactions >=Today-90days

dateTo Params Date from to retrieve transactions >= dateFrom

bookingStatus Params Both: to retrieve executed and ongoing operations

withBalance Params true/false: t0 retrieve or not intermediate balance of account

Consent-ID Headers One of ressources ID from previous request response

(Click to see)

Authorization Headers Bearer {{\WSO2-token}}

PSD2-AUTHOR- | Headers Bearer {{PSD2-token}}

IZATION

X-Request-ID Headers

e Action to perform
Click on Send button
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[A1S] 4.a-TRX inf & 90 jours

{transactions?dateFram = 2022-05-018dateTo=2022-07-308bookingStatus = bothwithBala

° Outbuig )

Field Type Expected Value
Status Status code 201
Datas Json See below the json

4.1.3.3 [AlIS] 3.Get more than 90 days transactions of an account

Query type:GET

URL.: https://int-api.privatebanking.societegenerale.lu/ebankingPsd2/psd2/v1/v1/ac-

counts/{{resourceld}}/transactions
Inputs:

Field Section Value
resourceld URL: Resourceld of the One of ressources ID from previous request response
account for which transac-
tions are retrieved
dateFrom Params Date from to retrieve transactions <Today-90days
dateTo Params Date from to retrieve transactions >= dateFrom
bookingStatus Params Both: to retrieve executed and ongoing operations
withBalance Params true/false: te retrieve or not intermediate balance of account
Consent-ID Headers
Authorization Headers Bearer {{\WWSO2-token}}
PSD2-AUTHOR- | Headers Bearer {{PSD2-token}}
IZATION
X-Request-ID Headers {{id_X-Request}}

e Action to perform
Click on Send button

o Outputs
Field Type Expected Value
Status Status code 401:To retrieve Transactions elder
than 90 days ,SCA is required
Datas Json See below the json
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e0",
30201F-c14d-487c-925¢

older than 9@ days requ

*startAuthorisation”: "/vl/consents/TX_f7bb53f3-2dc9-4b21-ba2b-986267015a42/authorisati

Ce

4.2 Regenerate tokens

The tokens expire and should be regenerated before relaunching the que-
ries

4.2.1 Regenerate Access Token
Go to query:[AUTH] 1 - CREATE WSO2 ACCESS TOKEN and click on “Send” button

o Query type:POST
o URL: {{wso2-url}}/oauth2/token

o Inputs:
Field Section Value
Username authorization wso2-consumer-key
Password authorization wso2-consumer-secret
grant_type Body client_credentials

o Action to perform
Click on Send button

i et

Autt 1 ) @ o e Cook
Type Basic Auth o ke
Pas !
Show Password
Pret SC
- (D
o Outputs
Field Type Expected Value
Status Request status 200 OK
access_token Token /
Exemple:
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Type

Body  Cookies

Pretty  Raw

Autharizatian @

foauth2/token

Basic Autn

[AUTH] 1 - CREATE WS02 ACCESS TOKEN Copy o

Send

Coakies

Passworg

s Passnond

Save Response ~

J5ON = D

4.2.2 Regenerate Refresh Tocken

Go to query:REFRESH

o Query type:POST

o URL: {{ASO}/{{tenantld}}/oauth/token?grant_type=refresh_token&redi-
rect_uri={{redirect_uri_tpp}}&refresh_token={{refresh_token}}

o Inputs:

Field

Section

Value

grant_type Params ‘refresh_token’
redirect_uri Params redirect uri_tpp
refresh_token Params refresh_token

Username

authorization

wso2-consumer-key

Password

authorization

wso2-consumer-secret

POST v {AsO

Params ® Authorization @

Query Params
KEY
grant_type
redirect_uri

refresh_token

Body Cookies (1) Headers (16)
Pretty  Raw  Preview
1 |
2 “access_token":

eyJ6zWshbnREaWQ

ZWE0cyIwYX1tZWE0LndyaXR1
Fsb2dpeC5]b20vcGFSbWVudHMYCGl

Refresh N son:

JEYLCIBZWShbNREDMFtZSI6IIEYTInidXN1c19uYW11IjoiNZAZNTCONDILLCISYWSNAWFnZUNVZGU1
T6T1BTREXVLUNTUGYTQjARMDAWMDEST 1wriVXVOaGyaXRpZXM101tdL CI1c2VyX21KI 03MD!
aHRACHMLYOhcGkuY3I1YWxvZ214LmNY bS9hc3NLAHMYYWNF
bivudC5yZWFkI iwiaHROCHMELY9hcGkuY3ILyhxvZ214LmNybs 9
b2dpeC5ib20vCcHNkMnhzMNEY cGlzIiwiaHROCHMELY 9hcGkuY3I1YlixvZ214LmNvbSIhe SNIGHMYYWN b3VudC 5TZXRhZGFOYSSyZWFkb255eSTSInhad!
Fsb2adpeC5b20vcHNKMNhzMNEVYW1ZT10s InxyZ2LuTnFtZSI6I] cuMzUSNDQyIinizXhw

Id}}/oauth/t _type=refresh_token&redirect_uri={{redirect_uri_tpp}}&refresh_token sh_token] Send
Headers (9)  Body  Pre-requestScript  Tests®  Settings Cookies
VALUE DESCRIPTION e Bulk Edit
refresh_token
ed| iri_
Test Results (1/1) 200 0K Time: 646 ms Size: 365KB  Save Response v
Visualize  JSON v S B Q
"eyJhbGei01I5UZIINITSINRECCI6IKPXVCIS .

1ImciIsInIiTme101 IXMITSInNSaWVUdFIpzZEe
HROCHMBLY 9hcGKUY3I1YUXVZ214LMNVDSIWYX1t
1vbibyZWFkb255eSTSINhOAHBZ018vYXBpLMNYZW
QyY29uc2VudG1nbXQveHNkMiISIMhOdHEZ018v YXBpLINY ZWFs
Z018VYXBPLMNYZW
XNFUA0TMEMDKOL CITbGL1bnREbMFtZSI6TINHXIRQUC1SS1IGI iwianRpI]

ZQeMinic2NycGUiolsi
3VudC50emFuc)

N2JFMV1YMETMikZMSOOODNI LWIIMTKEMMY1YWViZ] IXYmMVhInG .

MOFmTanGe5i0RId7UYQQNEZ12xaTnFubost31nxKUwAedZFIgy TuBOTKSWPXTwaiCIHtvo]_DCNI3xUPTb13ykXD9gd-h58q32RZwmG1 SwdqGpeayXul|
N3131sFpoGly1tX3Y11FMLlszmuhFy70myb4L3d0sE940 6Uosmgycl_sOLL57G6Q8T1PKN_2WGI Iwx1hvLNIaRXnmIEKRHDGEQg9Q0apXZ1 tBANT

23cusBldhPs-qRg

TWC19T6INZER5IWKYCNQEacC7510n 0KGE2PXPSWSZKDhLyMXS TXGhTINKyZMsNel7eG6ba-Wg",
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o Outputs

Field Type Expected Value
Status Request status

access_token Token /

refresh_token Token
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6 ANNEXES
6.1

PSD2
abbreviation

2FA

AIS

AISP

ASPSP

FCS

eIDAS

MVP

NA/NCA

PIS

THE FUTURE
IS YOU

Glossary
Meaning

Two Factor Authentication

Account Information Service means an online
service to provide consolidated information on
one or more payment accounts held by the pay-
ment service user with either another payment
service provider or with more than one payment
service provider; according to article 4 (16) of
[PSD2] and as regulated by article 67 of [PSD2].

Account Information Service Provider means a
payment service provider pursuing account infor-
mation services, according to article 4 (19) and
Annex I of [PSD2].

Account Servicing Payment Service Provider
means a payment service provider providing and
maintaining a payment account for a payer, ac-
cording to article 4 (17) of [PSD2]. For example
a bank.

Fund confirmation service

electronic IDentification, Authentication and
trust Services is an EU regulation on electronic
identification and trust services for electronic
transactions in the internal market. It is a set of
standards for electronic identification and trust
services for electronic transactions in the Euro-
pean Single Market. It was established in EU
Regulation 910/2014 of 23 July 2014 on elec-
tronic identification and repeals directive
1999/93/EC from 13 December 1999.

Minimum Viable Product

National (Competent) Authority. Holds a list of
TPPs registered in that particular country.

Payment Initiation Service means a service to ini-
tiate a payment order at the request of the pay-
ment service user with respect to a payment ac-
count held at another payment service provider

SOCIETE
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Usage

This service may be used by an AISP
to request information about the ac-
count of a PSU. The account is man-
aged by the ASPSP providing the
XS2A Interface. Functionality and re-
strictions of this service comply with
the requirements defined by article 67
of [PSD2].

This service may be used by a PIISP to
request a confirmation of the availabil-
ity of specific funds on the account of a
PSU. The account is managed by the
ASPSP providing the XS2A Interface.
Functionality and restrictions of this
service comply with the requirements
defined by article 65 of [PSD2].

Focus on scope in agile development

This service may be used by a PISP to

initiate a single payment on behalf of a
PSU using a given account of that PSU.
The account is managed by the ASPSP




PISP

PIISP

PSU

QTSP

SCA

TPP

TSP/QTSP

XS2A

QSealC

QWAC

according to article 4 (15) of [PSD2] and as regu-
lated by article 66 of [PSD2].

Payment initiation service provider means a pay-
ment service provider offering a PIS to its cus-
tomer, according to article 4 (18) and point (7) of
Annex I of [PSD2].

Payment Instrument Issuer Service Provider ac-
cording to article 4 (14) and 45) of [PSD2]. A
PIISP can use the service "Confirmation on the
availability of funds" as regulated by article 65 of
[PSD2].

Payment Service User

means a natural or legal person making use of a
payment service in the capacity of payer, payee,
or both according to article 4 (10) of [PSD2].

Qualified Trust Service Provider, e.g. a trust cen-
tre issuing qualified certificates. Luxembourg:
LuxTrust S.A.

Strong Customer Authentication — authentication
procedure based on two factors compliant with
the requirements of [PSD2] and [EBA-RTS].

Third Party Provider — generic term for
AISP/PIISP/PISP.

Trust Service Provider according to [eIDAS].
Within the context of the XS2A interface specifi-
cation only qualified TSPs (QTSPs) according to
section 3 of [eIDAS)] issuing qualified certificates
for electronic seals and/or qualified certificates
for website authentication which are compliant
with the requirements of [EBA-RTS] are relev
ant.

Access to account interface — interface provided
by an ASPSP to TPP for accessing accounts.

Qualified Electronic Seal Certificates

Qualified Website Authentication Certificates

VHE F‘|Jg-,r 335 SOCIETE _ PSD2 AP Solution

providing the XS2A Interface. Func-
tionality and restrictions of this service
comply with the requirements defined
by article 66 of [PSD2].




